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Duty of Care

What the hack? Securing Africa’s data centres
Data centres provide secure solutions, but national contexts enhance their risk profile. Nowhere in the world is
this more apparent than in Africa.

The omnipresence of data
In the digital age, data is becoming many businesses’ main asset. While data has always been a tool for
conducting trade, allowing one party to establish trust with another through the communication of private data, the
way that such data is stored and managed is changing. Marketing firms increasingly use data to tailor their
communications strategies accordingly. Global logistics firms use it to track or manage shipments. Retailers use it
to manage stocks and valuable-customer programmes.
No one really knows how much data is created each day, but according to U.S. technology firm IBM, 2.5 exabytes
(or 2.5 billion gigabytes) of data were created daily five years ago. In 25 years, the internet has grown to become
the main vehicle for trillions of U.S. dollars of commercial transactions, transforming industries, whole economies
and the nature of globalisation itself. Data flows in and out of the U.S. are about 80 terabytes per minute; the
equivalent 89,920GB. Since 2005, data flows have grown by a factor of 80, from about 5 terabits per second to
approximately 400 terabits per second.
Two years ago, international e-commerce accounted for approximately 10 per cent of the global trade in goods by
volume. Today, about 20 per cent of commercial transactions in China are conducted through online platforms.
And it is not only large multinational companies that rely on data and international data flows for their business.
Small and medium-sized enterprises are increasingly reliant on online platforms to bring their products to market.
Today, billions of dollars, euros and other currencies are traded every day on global markets through online
platforms.
Building on this trend, the role of data in business transactions will only continue to grow as new algorithms,
automation, and artificial intelligence applications emerge. The use of data allows business entities to automate
production processes, which reduces input costs and maximises benefits. As A2 highlighted earlier this year,
automation processes in production lines are already transforming global supply chains and reducing the need
for labour. With the genesis of smartphones with applications that can control other machines, commonly referred
to as the internet of things (IoT), more and more data is being generated and stored.
The strongest contributor to data centre growth is the growth of the data itself, meaning that the number of data
centres will continue to grow across the world. Several renowned technology companies, such as U.S. firms
Apple Inc. or Facebook Inc., announced plans last year to build new colocation data centres in European
countries.
African data centres – a growth market
Nowhere in the world does the staggering growth of data manifest itself as blatantly as in sub-Saharan Africa. The
region’s connectivity has improved significantly in the past decade through improvements in backbone
infrastructure, with a growing number of fibre optic cables having been installed on the continent’s eastern and
western littorals. American technology conglomerate Microsoft Incorporated said in May 2017 that it was to open
its first data centres in South Africa, which will also be its first on the continent.
There are now nine active subsea fibre optic cables connecting Africa to the Americas, Europe and the Middle
East, and Asia, and three more are due to be completed by the second quarter of 2018. SEACOM – a company
that operates one of the submarine cables connecting Africa to Europe and the Middle East – claims that 90 per
cent of African businesses stored their content outside of the continent in 2014. That picture is now changing.
While physical backbone internet availability remains elusive in many parts of sub-Saharan Africa, it is mobile
internet and telephony that has seen the strongest growth in the past ten years. This trend will continue. The
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Ericsson Mobility Report said in 2014 that mobile data usage in sub-Saharan Africa would grow twenty-fold by
2019 – twice the likely global expansion. Much of that mobile data will be hosted in data centres, of which an
increasing number are on the continent. And competition is now growing between Africa’s advanced and fastgrowing economies who are looking to become digital leaders in the region. Data-centre growth has by far been
the strongest in South Africa, followed by Mauritius, Nigeria, Ghana and Kenya. In west Africa, Côte d’Ivoire,
Ghana, Nigeria, and Senegal are rushing to become regional leaders in ICT infrastructure.
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In January 2016, the government of then-Ghanaian president, John Dramani Mahama, announced the opening of
two National Data Centres – one in the capital Accra and one in Kumasi, the second-largest city – resulting from a
USD300 million public-and-private investment. A year earlier, Nigeria became the first country in west Africa to
host a Tier III security level data centre, when telecoms firm MainOne opened its MDX-i Lekki colocation data
centre in Lagos, from a USD24.8-million investment.
As part of Senegalese President Macky Sall’s ambitious development plan, Plan Sénégal Emergent, the west
African country has started building a smart city, or digital hub, in the city of Diamniadio, about 30km south-east of
the capital Dakar. The city, which currently has a population of 30,000, is expected to grow ten-fold by 2018, a
development that will require over USD110 billion in investments. The country’s second-largest telecoms
operator, Tigo Sénégal, a subsidiary of multinational telecoms firm Milicom, announced in June 2016 that it was
starting construction on a data centre there resulting from an investment of XOF3 billion (USD5 million). That
would be the company’s second data centre in west Africa, following its completion of a data centre in the
Chadian capital N’Djamena in May 2016, which was the fruit of a USD6 million investment. Details about its
design remain elusive, but based on the data centre Milicom built in Chad, which required a similar amount of
investment, it is likely that the Diamniadio data centre will have a similar design. For instance, a total space of
374sqm, including white spaces, and a constant power supply of 1MW to supply electricity for the equipment and
to ensure the facility is kept at an ideal temperature.
Box 1. Ghana’s data centre development
The government announced in January 2016 that it had opened a new state-of-the-art data centre, worth
USD300 million to boost performance of government services and help the private sector. The centre was built
by the National Information Technology Agency (Nita) in cooperation with technology firms Alcatel and Huawei
Technologies Ghana. According to Nita, the centre benefits from reliable power supply, relentless cooling, and
24/7 security of data and equipment. The main room comprises 500-600 server racks and will initially provide
government agencies with email, antivirus and document management systems with more applications added
over time. The main part of the data centre is situated in the capital Accra, specifically in the Ghana Free Zone
Board (GFZB) in Tema’s industrial area, and there will be a ‘secondary replica in Kumasi, at the Kwame
Nkrumah University of Science and Technology.

Banks of data
Data centres are comparable to banks, except they store data rather than money. They are physical spaces
(typically in some form of warehouse) which host hardware (shared hard drives known as servers) linked to load
balancers and firewalls. They also contain software that protects data from outside intrusion. A key benefit is that
they provide secure and flexible solutions to companies that do not have the capacity to maintain a
comprehensive ICT risk management team in-house. They offer secure alternatives in the sense that they allow
businesses to sub-contract their ICT risk management to specialists who have the skills and the equipment to
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protect data against hacks or other types of cybercrime. Data centres are also flexible solutions to businesses
which occasionally need to adjust their redundancy [1] rates to meet sudden surges of traffic to their servers. For
instance, online gaming sites will, during high-visibility sporting events such as the football world cup, experience
a much higher rate of traffic than at normal times, and data centres allow them to increase their redundancy to
ensure that connections to their servers are maintained during such events. Failing to address the traffic surge
could lead to an over-loading of the servers, which is likely to interrupt their functioning.
Hackers commonly try to take advantage of such weaknesses, by launching denial-of-service (DoS) or distributed
denial-of-service (DDoS) attacks, whereby servers are overwhelmed by a massive flow of traffic at a higher
capacity than servers can manage, leading to an interruption of the service to the intended users. Such
interruptions could cause direct loss of revenue for some companies, as potential clients will be unable to access
their servers. Data centres, however, typically use devices called load balancers to manage such sudden surges
in demand, and employ staff with a higher ability to respond than those most businesses can employ in-house.
In addition, as several countries around the world adopt laws that restrict the free movement of data, for instance,
through localisation laws, data centres are likely to offer higher compliance capabilities to multinational firms who
would find it extremely costly to attempt to comply with international regulations solely through in-house functions.
Box 2. Data centre standards and levels of security
The standards of data centres are determined by the Telecommunications Industry Association (TIA) – an
international industry body representing businesses in the information and communications technology sector –
according to a four-tiered benchmark (TIA-942) in which Tier IV is the highest standard. The TIA-942 benchmark
covers space and layout of the data centre, cabling infrastructure, tiered reliability, environmental considerations,
as well as potential future growth through the inclusion of ‘white space’; empty space that is allocated for future
expansion. The different tiers, which have been defined by the Uptime Institute, a global advisory organisation,
measure data centre availability and reliability, or ‘uptime’; i.e. how quickly can data be processed securely and
how probable is it that the system breaks down. Implementation costs significantly increase depending on which
tier-standard is used.

Most modern data centres will be up to Tier III or Tier IV standard. Tier III, referred to as ‘Concurrently
Maintainable’, ensures that planned activity, such as maintenance, does not disrupt the computer hardware
operation. This is, for instance, achieved through the colocation of data centres, meaning there is a mirrored
replica of the data centre somewhere else that will kick-in if there is a fault with the first server. During periods of
increased traffic through the server, it is useful to have colocation in place to balance traffic. Tier IV, which is
referred to as ‘Fault tolerant’ offers better availability of data. Comparing the two tiers, Tier III will have an annual
downtime of about 1.6 hours, compared to Tier IV’s 0.4 hours of annual downtime. In sum, the key difference
between the tiers is a lower downtime and less disruption when maintenance of the equipment is carried out.

[1] Redundancy refers to the capacity of servers. A high redundancy allows for web-traffic to continue
uninterrupted. A low redundancy could lead to interrupted services, as the server is not able to cope with the
amount of traffic trying to reach it. Latency is the opposite of redundancy.
Back to reading

Securing the assets
A2 Global identifies five key risks to all data centres: infrastructure constraints, security measures, manager skills,
policy environment, and natural hazards. Some of these risks will be global for all data centres, while others are
specific to the country in which they operate.
Infrastructure
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Data centres rely on effective backbone infrastructure, including high-speed internet access, a constant and
stable supply of electricity to power the equipment, sound fire-safety equipment, and efficient cooling and
ventilation; the ideal average temperature is around 26°C according to German multinational software company
SAP. Data centres consume huge amounts of energy, both for powering their equipment and for large-scale
cooling systems that prevent the equipment from overheating. To reduce latency – the time it takes for an I.T.
system to register a command and respond to that command – the power supply needs to be constant and stable.
To mitigate the risk of power cuts, which are endemic in many African countries, data centres need to come
equipped with off-the-grid power plants or fuel-powered generators. In the event of a power cut, such installations
could prevent the equipment from shutting down completely, which could cost a company a lot of financial and
operational resources.
Colocation of data is another important component of the infrastructure constraints facing data centres. Colocation
means that the data centre has mirrored facilities. The servers at each server farm complement each other; if one
server runs over capacity, it will off-load some of activities onto the other server. Similarly, if one server were to
break down, the mirrored server would immediately start working, increasing redundancy for users. If a system
experiences high redundancy, the users of the service will experience low latency times of their commands,
meaning that operations will be smooth. Low redundancy means that operations can take a lot longer to complete
as internal memory stations will need to work harder. Similarly, in the event of a major DoS/DDoS attack,
maintaining backups on mirrored servers is likely to speed-up restoration efforts.
Security
There are two areas of security concerns related to data centres: the physical security of the premises and
equipment, and the exposure to ’soft’ threats such as malicious software or DoS/DDoS attacks. Failing to address
either would expose organisations that rely on data for their business operations to huge risks. To enhance the
physical security of data centres, site-security managers and human-resource departments should:
Implement access-and-egress measures at the entrance to and within facilities through security
screenings and identification checks. Site-security managers should consider erecting anti-crash barriers at
vehicle entrances, and provide digital access cards or other methods of identifying personnel. The premises
should, furthermore, be equipped with closed-circuit television (CCTV) surveillance systems, with 24-hour
operations teams who can monitor suspicious or erratic movements within the facilities. Similar actions
should also be taken into account for off-the-grid power stations, as interruptions of power supply present
equally damaging threats to data centre security.
Design security and access profiles for staff, outlining their level of access clearance to specific rooms
or hardware equipment. Site-security managers should also consider designing security-risk profiles for
high-level staff to mitigate the risk of external coercion, for instance by criminal gangs and networks. In highrisk areas, site-security managers should consider employing private security details for their high-value
staff. These measures need to be accompanied by regular training, for instance through crisis-management
simulations. Equally, human-resource managers could also draft terms of reference or employee guidelines
which all staff need to accept and sign before beginning work at the premises, and thorough due diligence
should be carried out on all high-level staff before employment.
Implement effective fire-fighting systems, including very early smoke detectors and fire alarms, and design
evacuation and crisis management procedures. It is important that building structures are designed in such
a way that they isolate any fire that erupts within the building to avoid compromising other equipment.
Reduce visibility of the premises as well as its equipment, for instance through landscaping techniques.
Ensure strategic placement of the data centre facilities. Ideally, they should not be built too close to a
major road or other buildings, such as power stations, or chemical industries, which are liable to pose a
security risk to the building and the hardware inside, but also to keep it out of sight from the public to reduce
the attraction of crime.
Ultimately, ensuring the security of data requires sound ‘soft’ anti-cybercrime measures, such as effective
firewalls, and regular data backups, for instance through virtualisation (a process in which a virtual version of
something such as an operating system, server, or storage device is created to test it), as well as differentiating
the data centres in which specific types of data are stored. Ensuring that data centre staff are highly skilled
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through continuous training is also key to mitigating the risk of system failure but also against increasingly
innovative cyberattacks.
Effectively securing a data centre could save firms considerable costs, both direct and indirect. A July 2017 report
by Lloyds of London, a global insurance market provider, said that a global malicious hack that takes down a
major cloud-service provider could lead to losses of USD53 billion. That would include both direct and indirect
costs. Direct financial costs could include business interruptions and computer repairs. Indirect costs would
extend to lawsuits and reputational damage leading to loss of consumer confidence in the provider and the
technology itself.
Skills
The skills of data centre operators are central to addressing security concerns across the board; from the design
process, to construction, and subsequent maintenance work of the data centre. Such skills are hard to come by in
most parts of the world, particularly in developing countries that lack quality training or suffer from significant brain
drain, such as many of those in Africa. Currently, the average data centre manager globally is a 55-year-old white
man. South Africa, which has one of the most sophisticated backbone ICT infrastructures and highly ranked
universities in Africa, suffers from a significant skills shortage in the segment. In 2014, Cisco Sub-Saharan Africa
Initiative, a multi-stakeholder programme which trains about 9,000 students per year, estimated that the country
was lacking 30,000-70,000 skilled I.T. workers. Its skills shortage for data centre managers is likely to be even
more accentuated.
Natural hazard risks
The local climate is also likely to affect the security and business continuity of data centres. As mentioned, the
ideal temperature is around 26°C, meaning that hot tropical and arid climates, such as in most of sub-Saharan
Africa, pose additional risks to data centre security. Depending on the local climatic conditions, data centres will
be exposed to more or less risk. In countries where temperatures can climb as high as 30 to 40°C, such as in the
semi-arid Sahel region, there will be a serious threat of over-heating, which increases the need for effective
energy infrastructure so that cooling and ventilation systems can be powered. Equally, enhancing flood-mitigation
measures, and building the facility on higher ground is also key to protect data centres from humidity or water
damage.
Policy risks
The growing centrality of data in commercial operations presents various risks, in particular for multinational firms
operating in different jurisdictions.
For instance, the coming-into-force next May of the European Union’s General Data Protection Regulation
(GDPR) will introduce restrictions on the free flow of data within the E.U., and will increase the security
requirements for firms processing personal data within that market. Firms failing to comply with the GDPR will be
liable to fines of 4 per cent of their global revenues exceeding EUR20 million. The new policy will also impose a
requirement on companies to report breaches of data within 72 hours, a requirement that is increasingly
problematic to meet for small- and medium-sized enterprises (SMEs) purely through in-house capabilities.
Additionally, national governments are also introducing national policy requirements on firms in terms of
management of personal data. Countries like China, Russia or even Nigeria have recently adopted laws that
restrict the free flow of data across international borders. For instance, Nigerian legislation requires that firms in
the financial services industry store data within the country’s borders. This means that many businesses that have
operated in Nigeria, but have stored their data abroad, have been forced to transfer their data management incountry.
Relying on talented and experienced policy teams and legal advisors will be key to address threats to business
continuity or bottom-lines that result from new policy decisions. Policy teams at data centres could help
businesses with policy advice to mitigate the risk of legal consequences, and advise them on the most
appropriate data-storage solution for their needs.
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Other policies that affect the operational costs of data centres will be subsidies for electricity or other energy
sources, such as refined petroleum products. Several west African countries, which have for a long time
maintained artificially low prices for petroleum products, have in recent years scrapped such programmes due to
fiscal pressure, caused by a global price drop for oil and other commodities. In December 2015, Ghana
announced an increase in power and water tariffs to attract new private investment for improvements in its energy
supply. In February 2016, Nigeria introduced new electricity tariffs resulting in a 45 per cent price increase for
most consumers. And, in Côte d’Ivoire, the government increased electricity prices by over ten per cent in May
2016. These measures are likely to stifle the growth of a number of data centres, unless they are able to utilise offthe-grid power stations.

Conclusion
In the digital era, data encompasses most business operations, allowing them to function more fluidly and at
lower cost. With its growing role in commercial operations, and with governments increasingly concerned about
the secure management of personal data and cybersecurity, data centres will play an increasingly preponderant
role in global supply chains and businesses across the world. In coming years, the strongest relative growth is
likely to occur in Africa, where the use of mobile data has leapfrogged the use of more traditional ICT backbone
infrastructure.
However, the continent is facing additional risks that threaten the operations of data centres, including
infrastructure deficits, high levels of corruption, natural hazards, and other global security threats that impact the
security of data centre facilities, such as organised crime or armed attacks. This is likely to slow the growth
potential for the market segment in some countries. It is important that these risks are taken into account when
choosing a data centre operator to rent data storage space or considering investing in one.
Furthermore, businesses relying on data centre services, or considering their use, need to take a holistic
approach to security risks, so that they include both the physical and non-material risks, such as cybercrime.
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